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Abstract: The goal of this project is to replace or enhance traditional key remote locking 

systems with biometric authentication to ensure that only authorized users can access and 

unlock the vehicle. By integrating a fingerprint sensor into the car key fob, this system will 

provide a higher level of security. The fingerprint sensor will scan the fingerprint of the user, 

and the system will authenticate the fingerprint by comparing it with pre-stored authorized 

patterns in a database. If the scanned fingerprint matches an authorized user's fingerprint, a 

signal will be sent to the vehicle's locking system to unlock the car. 

The project will utilize a fingerprint sensor module that captures and digitizes the 

fingerprint. The sensor will send this data to a microcontroller for processing, which will 

compare the scanned fingerprint against the stored authorized patterns. If a match is found, 

the system will trigger the unlocking mechanism. If not, access will be denied. 

The system’s microcontroller will communicate with both the fingerprint sensor and 

the vehicle's locking system. To ensure security, the fingerprint data will be securely stored, 

possibly using encryption to protect against unauthorized access. The communication 

between the microcontroller and the vehicle's locking system will also need to be secure. 

This biometric approach significantly enhances vehicle security, reducing the risk of 

unauthorized access. Additionally, it offers the convenience of eliminating traditional keys 

while providing users with an easy and reliable authentication method using their fingerprint. 
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1. INTRODUCTION 

 

In recent years, the automotive industry has seen a significant surge in demand for 

advanced security systems, driven by the rising number of vehicle thefts and incidents of 

unauthorized access. Traditional key fobs, while convenient, are vulnerable to various forms 

of hacking, cloning, and theft. This growing concern has sparked the need for innovative 

security solutions that not only ensure the safety of vehicles but also provide a more reliable 

and user-friendly way to access them. One such solution is the "Fingerprint-Based Two-Step 

Verification for Car Remote Locking System," a cutting-edge approach to vehicle security 

that integrates biometric fingerprint technology directly into car key fobs. This system aims 

to offer enhanced protection against unauthorized access and make it nearly impossible for 

thieves to bypass the security. 

The evolution of car security systems over the past few decades has been remarkable. From 

mechanical locks to sophisticated electronic and biometric systems, the automotive industry 

has continuously adapted to counter new threats such as hacking, key duplication, and vehicle 

theft. Traditional key fobs and remote access systems, while convenient, can be vulnerable to 

security breaches like signal interception or duplication, highlighting the need for a more 

robust solution. This is where the fingerprint-based system comes in, offering an additional 

layer of security that makes it significantly harder for unauthorized individuals to unlock a 

vehicle. 

The ESP32 microcontroller, paired with a biometric fingerprint sensor, serves as the brain 

of the system, controlling the key fob’s power supply to its transmitter. By default, the power 

supply to the transmitter is turned off to conserve battery life. Upon successful fingerprint 

verification, the system activates the power supply for only a brief period of 10 seconds. This 

short time window allows the car owner or driver to press the unlock button on the key fob. If 

the button is pressed during this period, the car will unlock. However, if the unlock button is 

not pressed within the 10 seconds, the power supply is automatically turned off, ensuring that 

the car remains secure. This two-step verification process effectively minimizes the risk of 

unauthorized access. 

The key benefit of this system is its ability to ensure that only authorized individuals can 

access the vehicle while reducing the potential for unauthorized unlocking. The biometric 

authentication process is far more secure than traditional key fobs, which can easily be cloned 

or hacked. Additionally, by activating the transmitter power for a limited time, the system 

prevents a thief from gaining access even if they have the key fob, adding an extra layer of 
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security. This system also helps to conserve the battery life of the key fob, making it more 

efficient and reducing the need for frequent recharges or battery replacements. 

In conclusion, the Fingerprint-Based Two-Step Verification for Car Remote Locking 

System represents a significant leap forward in automotive security. By combining biometric 

fingerprint authentication with time-sensitive power activation, this system provides a secure, 

reliable, and efficient solution to the challenges of modern car security. It not only protects 

vehicles from theft and unauthorized access but also enhances user convenience and 

optimizes energy consumption, making it a valuable innovation in the ever-evolving world of 

automotive technology. 

 

 

2. LITERATURE REVIEW 

 
(1)Shruti B., et.al (3may 2020) 

When a user places their finger on the sensor, the Arduino verifies the fingerprint against 

stored data. If matched, the relay activates the solenoid lock, granting access. The LCD 

provides real-time feedback, while the buzzer alerts personnel of unauthorized attempts. A 

power adapter ensures continuous operation. This system improves security, eliminates key-

related risks, and streamlines access management, making it ideal for banking environments. 

(1) 

 

(2)Anitha 2Ch., et.al (2 December 2021) 

This project enhances security by replacing traditional locks with a fingerprint-based door 

locking system using Arduino. Unlike physical keys, fingerprints are unique and eliminate 

risks like duplication, loss, and key management issues.     

     The system grants access only to authorized individuals and alerts the 

owner in case of unauthorized attempts, providing a secure and efficient access control 

solution for homes, offices, and shops.(2) 

 

(3)Hashim Al Habi., et.al (5 January 2020) 

In this paper, Hashim Al Habi, Introduces. Some security solutions for that problem Daughter 

introduces an alums team to alert the at surrounding GSM models that used to send an SMS. 

To registered users and web camera that used to take video for the person. Password keypad 

that’s used. After fingerprint sensing to provide external security. (3) 

 

(4)Venkata Sai Kumar., et.al (5 may 2020) 
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This paper presents a cost-effective and efficient approach to vehicle security by integrating 

biometric authentication, IoT-based tracking, and remote engine control. Future 

enhancements include mobile-based fingerprint scanning and 360-degree in-car surveillance 

for enhanced monitoring. The proposed system significantly improves vehicle security by 

preventing unauthorized access while providing real-time tracking for owners. 

The power lock mechanism uses an actuator to control a latch, connecting or disconnecting 

the exterior door handle. The body controller unlocks the door by powering the actuator for a 

timed interval, raising the latch to allow the handle to function. (5) 

 

3. Study of existing system 

Right now, most cars use key fobs that work with remote keyless entry (RKE) or 

passive keyless entry (PKE) systems. These are super convenient, but they also come 

with security risks. One big issue is relay attacks—where thieves use devices to 

extend the signal from a key fob inside a house to unlock and even start a car parked 

outside. 

To fight this, some manufacturers have introduced rolling codes, meaning the key fob 

changes its security code each time it's used. However, older key fobs and some 

newer ones without proper encryption are still vulnerable to hacking. 

High-end cars from brands like Tesla and Mercedes-Benz have started using 

biometric features like fingerprint or facial recognition for added security. But these 

are mostly found in luxury vehicles, leaving mid-range and budget car owners without 

this added protection. That’s where our project comes in—bringing biometric security 

to regular car key fobs at an affordable price. 

 

4. Related Work 

Security researchers and engineers have been working on fingerprint-based locking 

systems for years, mainly for homes and offices. Many smart locks today use 

fingerprint recognition, RFID cards, and mobile apps to control access. 
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A study by Venkata Sai Kumar et al. introduced a fingerprint authentication system 

for vehicles that also included IoT-based tracking. This system helped prevent 

unauthorized access while letting owners track their car remotely. 

Another project by Hashim Al Habi explored a multi-layered security system that 

combined fingerprint recognition with GSM alerts and surveillance cameras to boost 

vehicle security. 

One of the best examples of fingerprint-based authentication is the “Fingerprint-Based 

Smart Door Locking System for Banks”—which used real-time alerts and access logs. 

While this was for financial security, the same idea can be applied to vehicles. 

Most of these studies prove that fingerprint authentication is highly secure and 

practical. 

 

PROBLEM STATEMENT 

Automobile security has evolved significantly from traditional mechanical locks to electronic 

and biometric systems. With the rise in vehicle theft and cyber threats, enhancing security 

measures has become crucial. This project proposes a fingerprint-based two-step verification 

system for remote car locking, integrating a biometric sensor within a key fob for an added 

layer of authentication. 

5. PROJECT SCOPE 

 

The scope of this project is to develop a secure, reliable, and user-friendly vehicle unlocking 

system using a biometric fingerprint sensor integrated into a key fob. This system aims to be 

applicable for various vehicle types, including personal, commercial, and luxury automobiles. 
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 Enhanced Security: By replacing or supplementing traditional key fobs with 

fingerprint authentication, the project ensures that only authorized users can unlock 

and start the vehicle. 

 Convenience: Users no longer have to worry about losing their keys or dealing with 

unauthorized duplication. The fingerprint system allows quick and easy access. 

 Two-Step Verification: Even if the key fob is stolen, it cannot be used unless the 

correct fingerprint is provided. 

 Compatibility: Designed to integrate with both older and newer car models with 

minimal modifications. 

 Scalability: The system can be extended to other forms of biometric authentication, 

such as facial recognition, in the future. 

 IoT Connectivity: Future enhancements could enable mobile app-based remote 

unlocking and additional security alerts. 

By implementing this technology, vehicle owners can experience a higher level of security 

and peace of mind, while also benefiting from a modern, innovative approach to car access. 

 

6. WORKING PRINCIPLE 

In this system wehave used the ESP 32 microcontroller and biometric sensor which controls 

the Power supply from battery of key fob to transmitter of key fob. The power supply from 

battery of key fob to transmitter is always off. When the fingerprint is verified, the system 

starts the power supply for Only 10 seconds and after that power supply is turned off. 

Between the period of this 10 seconds if owner or driver pressedunlock button of key Fob, 

the car gets unlocked. Otherwise, the car is locked 
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7. CONCEPTUAL BLOCK DIAGRAM 

 

Fig.1Conceptual block diagram 

 

Figure 2 Microcontroller(esp32) 

 Remote ON/OFF 
through mobile 
application 
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8. SOFTWARE DESCRIPTION 

 

The code for implementing a fingerprint-based car key remote locking system involves 

several key components. First, the fingerprint sensor integration requires code to enroll, store, 

and authenticate fingerprints using fingerprint modules. Wireless communication is essential 

for transmitting authentication signals from the key fob to the car's locking system, which can 

be achieved using IOT connectivity. The car's receiver must process these signals and control 

the locking mechanism through a microcontroller, activating relays or actuators (solenoid 

lock) accordingly 

 

8.1 Website link for IOT verification  

https://472022.github.io/FingerPrintDoor/ 

 

Website interface  

 

 

 

 

 

 

 

 

 

 

 

Figure 3 Website interface 

https://472022.github.io/FingerPrintDoor/
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9. Actual model 

 

 
Figure 4 lock mechanism 

 

 
Figure 5 key fob with fingerprint 
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10. Testing and Validation 

Multiple testing phases were conducted to evaluate system accuracy, response time, and 

security. The following results were obtained: 

Test Case Expected Outcome Actual Outcome Status 

Fingerprint authentication User fingerprint recognized Successful authentication Pass 

Unauthorized fingerprint Access denied Unauthorized access 
blocked 

Pass 

Key fob button response Unlocks for 10 sec Successful verification Pass 

IoT connectivity validation Real-time updates to cloud Data transmission verified Pass 

 

 

11. CONCLUSIONS 

 

This project successfully implemented a fingerprint-based two-step verification system for 

vehicle key fobs, significantly enhancing security and preventing unauthorized access. By 

integrating a fingerprint sensor with the remote locking mechanism, the system ensures that 

only registered users can unlock and start the vehicle, providing an additional layer of 

protection beyond traditional key fobs. This innovation addresses the growing concerns of 

vehicle theft and unauthorized access, making it a practical and effective solution for modern 

automotive security. 

The development of the "IoT-Based Vehicle Unlocking System Using a Key Fob with 

Fingerprint" was guided by the need to improve vehicle security through advanced 

authentication methods. Before undertaking this project, our knowledge of automotive 

security systems and microcontroller-based applications was limited. However, through 

extensive research, we gained valuable insights into various security mechanisms and 

electronic components. We explored different authentication technologies, studied 

microcontroller functionality, and investigated various communication protocols used in 

vehicle access control. 
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During the research phase, we utilized resources from the college library and online databases 

to understand the latest advancements in car security systems. This not only enhanced our 

theoretical knowledge but also improved our problem-solving abilities. The project required 

practical implementation, allowing us to develop hands-on skills in hardware integration, 

circuit design, and programming microcontrollers. 

12. REFERENCES 

 

(1)Amritha*1, Anu*2, Shruthi B*, FINGERPRINT-BASED SMART DOOR LOCKING 

SYSTEM FOR BANKS, International Journal of Emerging Trends in Engineering 

Research,3may 2020 

(2)1S.Anitha 2Ch.Hima Bindu 3J.Sriram Pavan, Biometric Based Door Lock System 

with Buzzer, Netherland International Journal of Applied Engineering Research, Vol. 

6 No.2 December 2021 

(3)Hashim Al Habi, Enhanced Security Methods for Door Locking 

(4)Dr. S. KANCHANA, FINGERPRINT BASED BIOMETRIC AUTHENTICATION 

IN IOT FOR RESOLVING SECURITY CHALLENGES, 2018 IJRAR December 

2018, Volume 5, Issue 4 

(5)Venkata Sai Kumar ,Gunti Spandan, B Chakri ,Dinesh Babu, Fingerprint 

Authentication and Mobile App Based Monitoring of Vehicles Using IOT, 

International Journal of Emerging Trends in Engineering Research, volume 8 no.5 

may 2020 

(6)Ms. G N Sandhya Devi1, B. Rakesh2, Ch. Naga Gopi3, Ch. Anusha4, B. Lakshman Kumar. 

Biometric-Based Anti-Theft Vehicle Security System with Fingerprint and Face Recognition 

Embedded in Python,International Journal of Scientific Research in Science and Technology, 

Volume 11, Issue 2 March-April-2024 

(7)Kyungho Joo, Wonsuk Choi*, Dong Hoon Lee. Hold the Door! Fingerprinting Your Car Key 

to Prevent Keyless Entry Car Theft, arXiv:2003.13251v1 [cs.CR] 30 Mar 2020 



 
 

INTERNATIONAL JOURNAL OF RESEARCH IN AERONAUTICAL AND MECHANICAL 

ENGINEERING 
WWW.IJRAME.COM 

ISSN (ONLINE): 2321-3051 

Vol.13 Issue 5, 
May 2025 
Pg:- 34 – 45 

 

  
Malhar Surendra Sutar, Vishwjit Anil Kumbhar, Atharva Sunil Patil, Rudrajeet Subhash Shinde, 

Shreyash Bajirao Chavan,
 
Sandeep Biru Dudhale, and Yogesh Sanjay powar

 

 

45 

 

(8)Sudarshan T B Ramana1 , Rohini H N2 , Priyanka N3 ,Ankitha V4 ,Rashmi M Hullamani5. 

Biometric Authentication for Vehicle Security System Using Raspberry pi, International 

Journal of Advanced Research in Computer and Communication Engineering Impact Factor 

8.102Peer-reviewed & Refereed journalVol. 13, Issue 5, May 2024 

(9)Kripal Sharma, Automobile engineering, Vehicle security,2012 

(10)Vehicle Anti-Theft System Using Fingerprint Recognition Technique Z.Brijet1 B.Santhosh 

Kumar2 N.Bharathi 

(11)https://auto.howstuffworks.com/power-door-lock2.htm 

(12)https://www.autopi.io/blog/what-is-a-key-fob/ 

 

 

https://auto.howstuffworks.com/power-door-lock2.htm
https://www.autopi.io/blog/what-is-a-key-fob/

